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POLICY SUMMARY

SUNY Buffalo State University is committed to securing and protecting the information within its
possession. As an institution of higher education operating under SUNY, Buffalo State
University must comply with federal and state confidentiality and information safeguarding laws
to ensure employees are aware of best practices with respect to storing, sharing, and using
data. The Information Security Awareness Training is meant to ensure that employees are
educated on the importance of information security and the risks of poor information security
protocols and processes.

POLICY STATEMENT

Buffalo State University is committed to best practices in information security. This policy
outlines the training obligation for faculty, staff, volunteers, and student employees. Buffalo
State University’s information security awareness and training program is designed to inform
and assess all employees regarding their information security obligation and aligns with NIST
(National Institute of Standards and Technology) Security and Privacy Controls for Information
Systems and Organizations (SP 800-53).

The Information Security Awareness Training is offered through the campus’s learning
management system, BizLibrary. Topics may include creating a safe and secure workspace,
preventing social engineering, identifying and stopping phishing attacks, effective passwords
and authentication procedures, and preventing malware attacks.

The training must be completed through Buffalo State University to receive credit of completion.
Training certifications from outside agencies will not be accepted as completion.

Training Requirement(s):

All employees, student assistants, work-study students, and volunteers (if volunteers are
provided with access to the network and/or email) are required to complete Information Security
Awareness Training. Training will be required upon hire, annually and upon notice of changes to
the program/policy.

 Training is required upon hire. Newly hired employees, student assistants, work-study, and
volunteers will have 30 days to complete the required training. They will receive notification
from their direct supervisor and Human Resource Management.

* Annually: All employees, student assistants, work-study students and volunteers are required
to complete this training annually. Employees will be notified via The Daily of the annual
training requirement and of the required completion date. Student assistants, work-study


https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
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students and volunteers will be provided with notification via their direct supervisor. The due
date will be the date identified in the Daily announcement.

DEFINITIONS

NIST (National Institute of Standards and Technology) U.S. Department of Commerce,
Information Technology Laboratory, Computer Security Division, Computer Security Resource
Center

Phishing and Social Engineering Phishing is the attempt to acquire sensitive information
such as accountlogons and passwords or banking/financial information by masquerading as a
trusted entity

RESPONSIBILITIES
All employees are responsible for knowing and implementing this policy.

APPLICABILITY

This policy applies to all SUNY Buffalo State University employees (including volunteers) and
student employees. It applies regardless of whether an employee regularly uses computer
systems and networks in their day-to-day work. All employees are expected to protect
information assets, including computer data, written materials/paperwork, and intangible forms
of knowledge and experience.

APPENDIX/AUTHORITY

Information Security Guidelines: Campus Programs & Preserving Confidentiality
Document Number: 6608

SUNY Information Security Policy
Document Number: 6900

Policies | NYS Office of Information Technology Services

CONTACT INFORMATION

Phone: (716)878-3694
Website: https://it.buffalostate.edu/
E-mail: ciovp@buffalostate.edu

REVISION HISTORY
Date of change: 04/16/2026

Brief description of edit: Reformatted to ADA Accessible Template
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https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_5_1_0/home?element=AT
https://www.knowbe4.com/resource-center/phishing
https://www.suny.edu/sunypp/index.cfm?CFID=5764835&CFTOKEN=5f3bca7244681d6a-CC3A8DA5-FE78-4203-6A883C66FDBCC558
https://www.suny.edu/sunypp/index.cfm?CFID=5764835&CFTOKEN=5f3bca7244681d6a-CC3A8DA5-FE78-4203-6A883C66FDBCC558
https://www.suny.edu/sunypp/documents.cfm?doc_id=848
https://www.suny.edu/sunypp/documents.cfm?doc_id=848
https://its.ny.gov/policies
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